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"Evolution of EU Secure

Satellite Communications: From GovSatCom to IRIS2 and the Relevance of
EuroQCI to EU's Cybersecurity Strategy".

Abstract

"Satellites have evolved into critical enablers for a diverse range of
essential services, and therefore many aspects of our daily lives rely on
the continuous and effective operation of satellite-based services, while
the intersection of space and technology has proven instrumental in
addressing numerous societal challenges. In this context, the current
Thesis aims to perform a comparative analysis of three pivotal
satellites-based initiatives, the Governmental Satellite Communications
(GovSatCom) initiative, the Infrastructure for Resilience,

Interconnectivity and Security by Satellite (IRIS2) initiative, as well as

the European Quantum Communication Infrastructure (EuroQCI) initiative,
that is included to the European Cybersecurity Strategy, defining their
strategic objectives, operational and technical capabilities, as well as
limitations and challenges, highlighting, also, both their synergies and
main differences. Comprehensive bibliographic research was conducted to
collect the required information regarding such initiatives.Furthermore,
considering that the malicious actors consider space infrastructure as an
attractive target, as well as that the cybersecurity threat landscape
continuously evolves, this Thesis aims to define the main cybersecurity
requirements and controls that should be implemented, considering the
applicable legal and regulatory requirements, industry standards, and best
practices, to ensure that the space-based and terrestrial infrastructure

is protected against cybersecurity attacks, as well as that the

initiatives’ provided satellite communication services are cyber-secure
and resilient. To achieve such objectives, cybersecurity should be
integrated to all aspects of space activities, including the design phase,
command and control, satellite operation, uplink/downlink, and ground
segment, to promote, establish, and ensure security and resiliency of
satellite communication services."
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